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Abstract:-Anomaly detection in industrial
Internet of Things (110T) networks is critical for
ensuring robust security against evolving cyber
threats. Traditional Intrusion Detection Systems
(IDS) face challenges such as imbalanced data,
sparse anomalies, and high false positive rates,
which hinder their effectiveness. This study
addresses these limitations by proposing a
machine learning-based IDS leveraging the K-
Nearest Neighbors (KNN) algorithm. The
system efficiently identifies and classifies
network anomalies by preprocessing large-scale
data streams, selecting relevant features, and
optimizing classification tasks. The proposed
system demonstrates high precision (87.17%),
recall (94.23%), F1-score (90.56%), and
accuracy (92.76%) using publicly available
intrusion detection datasets. These metrics
indicate a significant improvement over existing
methods, showcasing the model’s ability to
adapt to varying network conditions and detect
anomalies with minimal false alarms. This
research contributes to enhancing 10T security
by providing a scalable, efficient, and reliable
solution for real-time anomaly detection. The
findings underline the importance of integrating
advanced machine learning techniques into IDS
frameworks, paving the way for more secure
industrial environments. Future work may
explore the integration of deep learning models
and real-time deployment in dynamic IloT
ecosystems.
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1. Introduction
The Industrial Internet of Things (I10T) has
revolutionized industrial operations by enabling

seamless connectivity and data exchange among
smart devices and systems. This technological
advancement has led to the generation of large-
scale and complex data streams, known as

Industrial Big Data (IBD). While these
developments  enhance  efficiency  and
innovation, they also expose critical

infrastructures to significant cybersecurity
threats. Intrusion Detection Systems (IDS) play
a pivotal role in safeguarding 10T networks by
monitoring and identifying anomalous activities
that may signal potential cyberattacks. Effective
anomaly detection is crucial for ensuring the
reliability and security of these interconnected
systems. Despite the critical need, traditional
IDS approaches face several challenges.
Anomaly-based IDS often struggle with
imbalanced datasets, high variability in
abnormal events, and sparse occurrences of
anomalies, leading to reduced detection
accuracy and increased false positive rates.
Signature-based methods, while effective for
known threats, fail to identify novel attack
patterns. These limitations hinder the ability of
existing systems to adapt to the dynamic and
evolving threat landscape in 10T environments.
This study aims to address these challenges by
developing a machine-learning-based IDS using
the K-Nearest Neighbors (KNN) algorithm. The
proposed system is designed to enhance the
classification and prediction of network
anomalies, offering a scalable, efficient, and
robust solution for I10T security. The key
contributions of this research include proposing
a KNN-based IDS framework tailored for
anomaly  detection in  1loT  networks.
Demonstrating superior performance metrics,
including 92.76% accuracy and a low false
positive rate. Providing insights into feature
selection and preprocessing techniques to
optimize  classification.  Establishing a
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foundation for integrating advanced machine
learning models in real-time 10T applications.

By addressing these aspects, this study
contributes to advancing the state-of-the-art in
IDS for industrial networks.

2. Related Work

Anomaly detection in Industrial Internet of
Things (IloT) environments has garnered
significant research interest due to its critical
role in ensuring network security. Intrusion
Detection Systems (IDS) have emerged as
essential tools for monitoring and identifying
suspicious activities within these networks. This
section  reviews key literature  and
methodologies related to anomaly detection and
IDS, focusing on machine learning (ML)-based
approaches and highlighting gaps addressed by
the proposed study.

2.1 Anomaly Detection Techniques

Traditional IDS approaches can be broadly
classified into signature-based, anomaly-based,
and hybrid systems. Signature-based IDS,
which rely on predefined patterns, are effective
for detecting known attacks but fail to recognize
novel threats. Anomaly-based IDS leverage
machine learning models to identify deviations
from normal behaviour, making them well-
suited for detecting previously unseen attacks.
However, these systems often suffer from high
false positive rates due to legitimate but unusual
activities being misclassified as anomalies.
Several studies have proposed innovative
methods to address these challenges. X. Zhou et
al. introduced a Variational Long Short-Term
Memory (VLSTM) model for anomaly
detection, which  leverages variational
reparameterization to handle high-dimensional
data. This approach demonstrated improved
accuracy and reduced false alarm rates but
required significant computational resources,
limiting its scalability for real-time applications.
L. Huang et al. proposed a Hybrid-Order Graph
Attention Network (HO-GAT) for anomaly
detection in attributed networks. By integrating
node and motif detection, their method achieved
high detection rates but was computationally
intensive, making it less feasible for dynamic
IloT environments. Similarly, W. Liang et al.
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employed a collaborative clustering-based
method for Blockchain anomaly detection,
showcasing high accuracy but limited
adaptability  to non-Blockchain lloT
applications.

2.2 Intrusion Detection in 1loT

IloT environments introduce unique challenges
due to large-scale data streams and high
variability in network conditions. Traditional
IDS are often inadequate for handling these
complexities. Advanced ML techniques,
including Support Vector Machines (SVM),
Random Forests (RF), and Neural Networks,
have been explored to enhance IDS
performance in 1loT. J. Zhang et al. introduced
a Confidence-Aware Anomaly Detection
(CAAD) model using one-class classification
for medical diagnostics, which treated
anomalies as deviations from normal patterns.
While effective in its domain, this approach
lacked generalizability to [loT contexts.
Similarly, S. Han et al. proposed a Robust
Online Evolving Anomaly Detection (ROEAD)
framework, which continuously updated
parameters in real time. While this method
showed promise, its reliance on clean and
labelled data posed challenges for real-world
10T datasets. KNN-based models have also
gained traction in anomaly detection due to their
simplicity and adaptability. R. Zhu et al.
developed a grid-based indexing mechanism to
enhance  KNN performance in large-scale
streaming data environments. Although this
approach improved efficiency, it did not address
issues related to imbalanced data and sparse
anomalies common in IloT networks.

3.3 Gaps in Existing Research

While existing methods demonstrate significant
advancements in IDS for lloT, several gaps
remain unaddressed. Imbalanced data problem
in which many models struggle with class
imbalance, where the majority class dominates,
leading to reduced detection accuracy for
anomalies. High false positive rates in which
anomaly-based systems often misclassify
legitimate but unusual activities as threats.
Scalability in computationally intensive models
faces challenges in real-time 10T environments,
which require efficient and scalable solutions.



International Journal of Innovative Research in Technology and Science

Volume 12 Issue 6, November 2024

ISSN: 2321-1156 www.ijirts.org

Feature selection, which has a limited focus on
identifying and utilizing relevant features,
hinders the effectiveness of classification
models.

2.4 Contribution of the Proposed Work

The proposed KNN-based IDS addresses these
gaps by introducing a scalable, -efficient
framework tailored for 10T anomaly detection.
The model incorporates feature selection and
preprocessing  techniques to  enhance
classification accuracy and reduce false
positives. By leveraging KNN’s simplicity and
adaptability, the system effectively handles
imbalanced datasets and adapts to dynamic lloT
conditions. Key improvements over existing
methods include enhanced precision (87.17%),
recall (94.23%), and accuracy (92.76%)
compared to state-of-the-art approaches.
Reduced false alarm rates through optimized
feature selection and preprocessing. Scalability
and efficiency, enabling real-time deployment
in 1loT environments. This study builds on the
strengths of existing research while addressing
critical limitations, contributing to more robust
and reliable anomaly detection systems for 10T
networks.

3. Methodology

The methodology for developing the proposed
K-Nearest Neighbors (KNN)-based Intrusion
Detection System (IDS) is structured into three
key phases: data collection and preprocessing,
model design, and evaluation. This approach
ensures a robust framework for anomaly
detection in Industrial Internet of Things (11oT)
environments, addressing challenges such as
imbalanced data and sparse anomalies.

3.1. Data Collection and Preprocessing

The dataset used in this study was obtained from
a publicly available intrusion detection dataset
repository. It comprises diverse features that
represent network traffic  characteristics,
including source and destination packet counts,
data transfer rates, and protocol-specific
attributes. The Key features include source
packets (spkts) and destination packets (dpkts),
which indicate the volume of packet
transmission. Source bytes (sbytes) and
destination bytes (dbytes) represent the amount

of data exchanged. Packet loss (sloss, dloss)
tracks data transmission efficiency. Transaction
Depth (trans_depth) and Response Body Length
(response_body_len) provide insights into the
depth of network activity. Attack categories and
labels denote the nature and classification of
intrusions. These attributes capture critical
aspects of network behaviour, enabling the
identification of anomalous activities indicative
of cyberattacks.

Data preprocessing ensures the dataset is clean,
consistent, and ready for analysis.  Handling
missing data in which missing values were
either removed or replaced with appropriate
substitutes, such as the mean or mode of the
respective feature. Encoding categorical data in
which non-numeric data, such as protocol types
and attack categories, were encoded using one-
hot encoding to ensure compatibility with
machine learning models. Normalization in
which all numeric features were scaled to a
range of O to 1 using min-max normalization.
This step ensures uniformity and prevents
features with larger scales from
disproportionately influencing the model.
Feature transformation in the high-dimensional
data was reduced to its most informative
components using feature selection techniques.
Irrelevant or redundant features were eliminated
to enhance model efficiency and accuracy.

3.2. Model Design

The K-Nearest Neighbors (KNN) algorithm is
an instance-based learning method that
classifies data points based on their similarity to
neighbouring instances. It is particularly suited
for anomaly detection due to its simplicity,
adaptability, and effectiveness in handling non-
linear decision boundaries. The KNN-based
IDS classifies network activities into normal
and anomalous categories by identifying
patterns in network traffic features. In the first
steps, a distance calculation was performed
using the Euclidean distance metric to calculate
the similarity between data points. For each
instance, the distance from all other data points
was computed using the equation below.
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This represents the sum of squared differences
between two sequences, X and y, of length n.

Neighbour selection is performed using a
predefined number of neighbours (k) was
chosen. The optimal k value was determined
through cross-validation to balance overfitting
and underfitting. Majority Voting, in which the
class label of the new data point was assigned
based on the majority class of its nearest

neighbours. Anomaly Detection in which
points deviating significantly from their
neighbours were flagged as anomalies,

leveraging the density distribution of data points
in the feature space. Feature selection is critical
for reducing computational complexity and
improving model accuracy. This study
employed correlation analysis for features with
high correlation coefficients (absolute value >
0.8) were identified, and redundant ones were
removed to minimize multicollinearity.
Recursive feature elimination (RFE), an
iterative approach, was used to rank features
based on their predictive power. Domain
knowledge in which features most relevant to
network security (e.g., packet counts, data rates)
were prioritized.

3.3. Evaluation Metrics

The performance of the KNN-based IDS was
evaluated using standard metrics, including
precision, recall, F1-score, and accuracy. These
metrics provide a comprehensive assessment of
the model’s ability to detect anomalies and
avoid misclassifications. Precision measures the
proportion of correctly identified anomalies
among all instances classified as anomalies.
Precision is the proportion of correctly
identified positive instances (True Positives) out
of all instances predicted as positive (True
Positives + False Positives). In this study, the
precision was 87.17%, highlighting the model’s
reliability in minimizing false positives. Recall
evaluates the proportion of actual anomalies
correctly identified by the model. It evaluates
the proportion of actual anomalies that the
model correctly detects. A higher recall
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indicates that the model is better at minimizing
missed detections (False Negatives). The recall
value of 94.23% indicates the model’s
effectiveness in detecting true anomalies. F1-
Score is a metric that combines precision and
recall into a single value to provide a balanced
evaluation of a model’s performance. It is
particularly useful in scenarios with an uneven
distribution of classes or when it is important to
minimize both false positives and false
negatives. The F1-score achieves this balance
by considering the harmonic mean of precision
and recall, ensuring that neither metric is
disproportionately weighted.

An F1-score of 90.56% indicates that the model
performs well in identifying anomalies with a
balanced trade-off between correctly detecting
true anomalies and avoiding incorrect
classifications. Accuracy represents the overall
proportion of correctly classified instances. It is
determined by adding the True Positives (TP)
and True Negatives (TN) and then dividing that
sum by the total number of instances. With an
accuracy of 92.76%, the proposed model
demonstrates robust classification capabilities.
The proposed KNN-based IDS leverages robust
preprocessing, optimal feature selection, and
effective classification mechanisms to address
challenges in IloT anomaly detection. By
employing precision, recall, F1-score, and
accuracy as evaluation metrics, the system
demonstrates its ability to enhance security
while maintaining scalability and efficiency.
Future work may focus on integrating advanced
algorithms and real-time deployment to improve
performance in dynamic IloT environments
further.

4. Results and Discussion

4.1. Simulation Results

The proposed Intrusion Detection System (IDS)
was evaluated using the Python programming
environment, leveraging a dataset from the UCI
Repository. The simulation focused on the
performance of the K-Nearest Neighbor (KNN)
algorithm, which was used to classify network
traffic into normal and anomalous categories.
Key preprocessing steps included feature
extraction, dataset normalization, and the
splitting of data into training (70-80%) and
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testing (20-30%) sets. These results demonstrate
the robustness of the proposed KNN-based
Intrusion Detection System (IDS), achieving
high accuracy and precision while maintaining
a low error rate. The system’s classification
performance is effectively illustrated through
the confusion matrix and its corresponding
heatmap.

Table 1 summarizes the performance metrics of
the proposed system.

Metric Value
Precision 87.17%
Recall 94.23%
F1-Measure 90.56%
Accuracy 92.76%
Error Rate  7.23%
Sensitivity  94.23%
Specificity  91.91%

The confusion matrix highlights the distribution
of predictions: True Positives (TP) amount to
26,151, indicating correctly identified instances
of intrusion, while False Positives (FP) are
10,849, reflecting instances incorrectly flagged
as intrusions. True Negatives (TN) total 43,733,
representing accurately identified non-intrusion
cases, and False Negatives (FN) are 1,599,
signifying missed intrusion detections. This
distribution  underscores  the  system’s
effectiveness in  distinguishing  between
intrusion and non-intrusion events.

4.2. Comparison with Existing Methods
A comparative analysis of the proposed model
against existing methods is presented in Table

2.

Table 2. Performance Comparision

Metric Existing [1] Proposed
Precision 86.0% 87.17%
Recall 97.8% 94.23%
F1-Measure 90.07% 90.56%
Accuracy 89.5% 92.76%
Error Rate  11.5% 7.23%

The proposed method shows notable

improvements in precision, F1-measure, and
accuracy while significantly reducing the error

rate. Although the recall metric is slightly lower
than the existing method, the balance across
other metrics ensures overall superior
performance.

4.3. Discussion of Implications

The improved accuracy (92.76%) and F1-
measure (90.56%) indicate the proposed KNN
model’s effectiveness in handling network
traffic anomalies. The low error rate of 7.23%
emphasizes its reliability in real-world
applications, such as 10T environments, where
false alarms could lead to operational
inefficiencies. The results highlight the model’s
adaptability to high-dimensional datasets and its
robustness in detecting anomalies. By achieving
a lower error rate and higher specificity, the
system reduces the likelihood of false positives,
which is a critical limitation in traditional IDS
methods. While the proposed model excels in
precision and accuracy, the slightly lower recall
(94.23% compared to 97.8%) suggests room for
improvement in detecting rare anomalies.
Future research could integrate ensemble
techniques or hybrid approaches to enhance
recall without compromising other performance
metrics. Additionally, exploring more complex
datasets and real-time deployment scenarios
will further validate the model’s scalability and
robustness. In conclusion, the proposed KNN-
based IDS demonstrates significant potential for
enhancing anomaly detection in lloT
environments, offering a balanced and efficient
solution compared to existing methods.

5. Conclusion and Future Work

This study introduces a robust Intrusion
Detection System (IDS) based on the K-Nearest
Neighbor (KNN) algorithm, showcasing
remarkable performance in identifying network
anomalies. The model achieves high accuracy
(92.76%), precision (87.17%), and an F1
measure of 90.56% while maintaining a low
error rate of 7.23%. Compared to existing
methods, the proposed approach excels in

balancing  critical performance  metrics,
providing a reliable solution for securing
Industrial  Internet of  Things  (lloT)

environments. The findings highlight the
importance of leveraging machine learning
techniques to enhance anomaly detection and



International Journal of Innovative Research in Technology and Science
ISSN: 2321-1156 www.ijirts.org

Volume 12 Issue 6, November 2024

minimize false positives. Future research could
build on this work in several directions,
including exploring advanced algorithms like
ensemble models (e.g., Random Forests or
Gradient Boosting) to improve classification
performance further, implementing the IDS in
real-time scenarios to assess its adaptability in
dynamic environments, integrating KNN with
anomaly detection methods for a hybrid
approach, testing the model on diverse and
complex datasets to ensure generalizability; and
developing optimized techniques to reduce
computational complexity in large-scale data
processing. By addressing these areas, the
proposed IDS has the potential to evolve into a
more comprehensive and scalable solution,
effectively meeting the challenges of modern
network security.
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