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ABSTRACT   

Wireless sensor networks (WSNs) have gained 

researchers' attention in the last several years. 

Small sensors powered by miniaturized 

microprocessors are capable of supporting 

several applications for civil and military 

domains. Determining the location of sensors 

is a basic and essential knowledge for most 

WSN algorithms and protocols including data 

tagging, routing, node identification, among 

others. This paper surveys the different 

algorithms that have been proposed to securely 

determine the location of a sensor node. By 

secure, we mean that adversaries cannot easily 

affect the accuracy of the localized sensors. In 

other words, the localization algorithm must be 

robust under several attacks. We provide 

taxonomy for classifying different secure 

localization schemes and describe possible 

attacks that can harm localization. In addition, 

we survey different secure localization 

schemes and show how they map to the 

proposed taxonomy. We also give a 

comparison between the different schemes, 

showing the attacks addressed by each. 

 

I. Introduction 
In a matter of just few years, WSNs have 

gained attention from researchers in deferent 

fields. A WSN consists of a large number of 

small sensors cooperating to achieve one goal. 

This helps leveraging several military and civil 

applications. Since these micro-sensors have 

limited power and computation, we need 

special algorithms with low power 

consumption. WSNs are usually deployed in 

harsh environments (e.g.  battle fields) and are 

operating unattended. This makes them more 

vulnerable to adversary attacks. Knowing a 

sensor's location is essential for many sensor 

network applications including surveillance 

networks and habitat monitoring. Equipping 

each sensor with a GPS device is too expensive 

because the number of sensors in a WSN is 

usually in the order of thousands there are 

several localization schemes [1] that allow 

sensors to determine their physical locations in 

absence of special hardware. Many 

localization schemes (anchor-based) assume 

that some special sensors (anchors) know their 

true physical locations. Other sensors 

determine an approximate relative location to 

anchors based on some measurements. 

However, there are some other schemes 

(anchor-free) in which there are no anchor 

nodes. In these schemes, sensors locations are 

calculated according to some virtual 

coordinates. We expect that an adversary will 

try to prevent localization algorithms from 

working correctly. An adversary may inject 

malicious data into the network in order to 

displace sensor nodes. This means that when 

sensors estimate their locations, a displaced 

location is calculated. In this paper we survey 

different algorithms that can fall under such 

adversary attacks and still get a good estimate 

of sensors' locations [2]. 

 

II. Localization Problem in WSN  

Before discussing secure localization 

problems, it is essential to take a look at some 

general concepts used in the localization 

process. Basically, there are two categories of 

sensor nodes: unknown and anchor nodes. 

Unknown nodes in the network have no 

knowledge of their positions and no special 

hardware to acquire the positions. Anchor 

nodes, also called beacon nodes, in fact, their 

positions are obtained by manual placement or 

additional equipment’s such as GPS (Global 
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Positioning System). Therefore, unknown 

nodes can use localization information of 

anchor nodes to localize themselves. Usually, 

the localization process can be divided into 

two steps: 1) information acquisition and 2) 

position determination. 

 

A. Information acquisition 

Roughly speaking, existing localization 

schemes of WSNs are classified into two 

categories: range-based schemes [3], [4] and 

range-free schemes [5], [6]. For range-based 

localization schemes, the distance or angle 

information is measured by RSSI (Received 

Signal Strength Indicator) [7], TOA (Time of 

Arrival) [8], Time Difference on Arrival 

(TDOA) [9] and AOA (Angle of Arrival) [10]. 

For range-free localization schemes, the 

localization is realized based on network 

connectivity or other information, which can 

be obtained by DV-Hop [11], Convex 

Optimization [12] and MDS-MAP [13]. 
 

B. Position determination 

Location determination schemes have two 

categories: 1) terminal-based schemes and 2) 

infrastructure-based schemes [16]. In terminal-

based schemes, the unknown node localizes 

itself. After connecting available information 

about distances, angles and positions of anchor 

nodes, the position of an unknown node can 

simply be computed by trilateration [15], 

multilateration [17], and triangulation [14]. In 

infrastructure-based schemes, reference nodes 

including trusted neighbor nodes, mainly 

anchor nodes to localize the unknown node. 

Adversaries can attack localization in both two 

steps. The goal of the adversary is to make the 

unknown nodes obtain false positions, by 

compromising normal nodes to send false 

localization information, or pretend to be a 

legitimate node to forge, modify or replay 

signals. Thus, security measures are needed to 

make the estimated positions still correct under 

attacks. 

 

III. RELATED WORK  

Guangyuan Wang in 2017. We propose a 

novel game based secure localization 

algorithm for WSNs. They think that the game 

theory is a powerful approach to make decision 

under conditions of uncertainty and 

interdependence. In the paper, they transform 

the secure localization problem in hostile 

environments into a game problem. The main 

research objective is to prevent the malicious 

reference information and seek an optimized 

solution [18]. 
 

In 2015, Sayyed Majid Mazinani and Mosayeb 

Safari presented a method discovering the 

Malicious Anchor Nodes, at first, the anchor 

nodes (Ai) want other anchor nodes to send 

their coordinates by sending a message to all 

nodes on the network. The nodes of Ai obtain 

their distance from other anchor nodes by 

using the measurement techniques such as 

RSSI and compensate this distance with the 

Euclidean distance of anchor nodes. If this 

distance is more than Euclidean distance 

(emax), the anchor nodes was considered 

malicious, otherwise it will be detected as a 

benign node. Each node repeats the same 

strategy for all anchor nodes in the networks 

and reports their results to base station. After 

this step, a table was constructed in the base 

station. Every anchor nodes add a row to this 

table by starting the calculation of enemy 

detections. Malicious nodes report the benign 

nodes as malicious nodes and the malicious 

nodes as benign nodes. It should be noted as 

number of malicious nodes that are less than 

number of benign nodes, the row that the law 

was not established, should be considered as 

malicious nodes. For more accuracy in 

calculations and obtain reliable values for the 

nodes, which detected benign from this 
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scheme, the following procedure is proposed 

.The sensor nodes that have 2 or more anchor 

nodes at the distance of 2*R, establish the 

following calculation between every 2 anchor 

nodes. Details are shown in figure. The sensor 

node asked the anchor nodes of A1and A2 to 

send their coordinates with a message. The 

anchor nodes send their coordinates to sensor 

node. So, the sensor nodes obtain the 

coordinates of 2 anchor nodes and also detect 

the distance and the angle of them. This data 

can easily be obtained from the common 

techniques such as RSSI or AOA [19]. 
 

In Parvathy Menon, Associate Prof. Deepa S 

Kumar and Prof. M Abdul Rahiman gave a 

method in 2015.A Trust based Position 

Identification is performed. First phase is 

location estimation in which the sensor node 

broadcast its ID to locators which comes in 

sensor-to locator communication range and 

those locators perform distance bounding with 

sensor nodes. Then for every locator trust 

evaluation value is estimated by sensor node. 

Trust based Position Identification algorithm 

contains two phases. First phase is location 

estimation in which the sensor node broadcast 

its ID to locators which comes in sensor-to 

locator communication range and those 

locators perform distance bounding with 

sensor nodes. Then for every locator of set 

LDBs [4], trust evaluation value is estimated 

by sensor node. If the trust evaluation value is 

greater than or equal to threshold then it is 

included within set LTs. If the number of 

locators within set LTs is greater than or equal 

to 3 and any 3 locators of set LTs forms an 

triangle around sensor, then location of sensor 

node is estimated through Verifiable 

Trilateration[4]. Otherwise localization fails. 

Second phase is location verification in which 

location claim of sensor node is verified by 

locator through distance bounding [20]. 
 

 M. B. Nirmala and A. S. Manjunatha present 

an enhanced voting based localization scheme 

in 2015 which includes voting based method, 

security scheme for authentication and 

confidentiality, trilateration and bilateration 

for finding the absolute or relative position 

estimation of sensor nodes. Section A explains 

the voting method, section B gives the security 

scheme, and Section C explains trilateration 

process. Bilateration process is explained in 

section D and section E gives the Algorithm 

for enhanced voting based secure localization 

scheme and explains the steps involved [21]. 

 

Aashish Singhal and Parul Bansal, gave new 

method called High-Resolution Robust 

Localization (HiRLoc). In this method, they 

address the problem of robustly estimating the 

position of randomly deployed nodes of a 

wireless sensor network (WSN), in the 

presence of security threats. They propose a 

range-independent localization algorithm 

called high-resolution range independent 

localization (HiRLoc), that allows sensors to 

passively determine their location with high 

resolution, without increasing the number of 

reference points, or the complexity of the 

hardware of each reference point. In HiRLoc, 

sensors determine their location based on the 

intersection of the areas covered by the 

beacons transmitted by multiple reference 

points. By combining the communication 

range constraints imposed by the physical 

medium with computationally efficient 

cryptographic primitives that secure the 

beacon transmissions, they show that HiRLoc 

is robust against known attacks on WSN, such 

as the wormhole attack, the Sybil attack, and 

compromise of network entities. Finally, our 

performance evaluation shows that HiRLoc 

leads to a significant improvement in 

localization accuracy compared with state-of-

the-art range independent localization 

schemes, while requiring fewer reference 
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points. It permits sensors to find out their 

location with high precision even if there are 

some security threats [22]. 

 

Zohreh Sobhanifar and Abolfazl Toroghi 

Haghighat proposed a new algorithm to find 

and isolate the nodes which lies about their 

position in a Wireless Sensor Network (WSN). 

Also the proposed method enables the sensor 

nodes to find their location in presence of liar 

nodes. In the proposed method, a given 

number of neighbors for all sensors is 

determined where the number of liars is below 

a predefined threshold value. The proposed 

method is evaluated in finding the liars and 

also the correct location of each node. The 

minimum error rate on the determination of 

liars and the location of sensors proves the 

ability of the algorithm for localization of 

sensors in the WSNs [23]. 
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IV. SIMULATION AND RESULT 

ANALYSIS 

(A) MATLAB 

MATLAB tool (matrix laboratory) is a multi 

paradigm mathematical calculate situation. 

A language developed by Math Works, setup 

tool  allocate matrix manipulations, intrigues 

of functions and information, execution 

of algorithms, formation of user interface, and 

interfacing with plan written in other foreign 

language, including C 

and C++, Fortran and Python. Though setup 

tool is intended primarily for mathematical 

calculate, a possible toolbox uses 

the MuPAD symbolic engine, allowing access 

to symbolic computing abilities. A further 

package, Simulink, adds graphical multi 

domain simulation and model-based 

plan for forceful and entrenched system and 

analysis network situation. In categorize to 

compares designed mechanism with accessible 

algorithm. The research is conducted on a 

laptop with Intel Dual Core processor, 4GB 
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memory, and Window 7 Ultimate system. 

Here, this method implemented and simulating 

on MAT LAB tool and for this work we use 

Intel 2.4 GHz Machine and operating system 

window, window-xp etc.   

 
Figure1 Error Evaluation in bar chart between 

IAVANETF and existing method using 20 

nodes 

 
Figure 2 Time Evaluation in bar chart 

between IAVANETF and existing method 

using 20 nodes 

The Performance analysis of MATLAB tool 

i.e. second-hand for this proposal performance 

of information mining make available pc 

optimized libraries for quick execution and 

calculation and execute on input cancer 

dataset. It uses its JIT compilation technology 

to provide execution speeds that rival 

traditional programming languages. It can also 

further advantage of multi core and 

multiprocessor computers, MATLAB provide 

many multi-threaded linear algebra and 

numerical function. These functions 

automatically execute on multiple 

computational thread in a single MATLAB, to 

execute faster on multicore computers. In this 

thesis, all enhanced efficient data retrieve 

results were performed in MATLAB tool. 

(B) Research Evaluation Base on 20 Nodes  

First parameter flat evaluation or incorrectly 

value evaluation through RSSA and 

IAVANETF and compare error evaluation 

between old Scheme and newly proposed 

scheme then find our proposed scheme 

minimum incorrectly value and it is also called 

best algorithm. Show in figure 2 below. 

 

V. CONCLUSION 

In this survey paper, we've illustrated the 

importance of securing the localization method 

in wireless detector networks. We have a 

tendency to given a taxonomy of the different 

options which will be wont to classify secure 

localization schemes for wireless detector 

networks. The taxonomy will be applied to 

guage the characteristics of a location system 

required by a specific app plication or the 

suitableness of Associate in Nursing existing 

location system for its application. Further, 

attacks against localization schemes in WSNs 

were explained. Then, secure localization 

schemes appropriate (or doubtless suitable) for 

detector networks square measure mentioned, 

mentioning the attacks every of them targets.  
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