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ABSTRACT: Steganography is the art of hiding a secret message in different types of multimedia (image, voice or
video), such that the secret message is not detectable. In this paper, we propose a new spatial domain steganography
algorithm where the host image is converted into blocks of bit-planes to insert the secret information. The proposed
algorithm divides the image in to 8 bit planes and then the bit planes are further divided in to N x N blocks. The hidden
message is inserted based on a chaotic sequence in to the blocks. We intend to find the most optimum bit plane to in-
sert the hidden information, keeping high imperceptibility in terms of the human visual system. The algorithm shows
relatively good PSNR (Peak Signal to Noise Ratio) and MSSIM (Mean Structural SIMilarity). In addition the proposed

algorithm also shows resistance against attacks such as JPEG compression.
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1 INTRODUCTION

Markus Kuhn defines steganography,as “steganogra-
phy is the art and science of communicating in a way
which hides the existence of the communication”. Ste-
ganography is concerned with hiding the fact that com-
munication is taking place whereas cryptography is
concerned with encrypting the secret message where the
adversary knows that secret communication is going
on[1].

Stenographicalgorithmsare classified in to spatial
domain and frequency domain algorithms [2]. For each
domain there are many algorithms which have certai-
nadvantages and drawbacks.

LSB (least significant bit) replacing is the most wide-
ly used data hiding method in the spatial domain.It is a
simple method with high embedding capacitybut the
hidden data are sensitive to image alteration and vulner-
able toattacks[2,3,4,5,6]. In the frequency domain, the
image is transformed in to frequency components by
using transforms like the Discrete Fourier Transform
(DFT), the Discrete Cosine Transform (DCT)[7,8]and
the Discrete Wavelet Transform (DWT)[3],[9] and[10].
These components are modified according to the algo-
rithm to insert the secret data. Hiding data in frequency
domain has certain advantages over hiding in spatial
domain; it provides higher robustness against changes
and attacks, whichmeans more resistance to loss from
image manipulation and increased difficulty to attacker.
However, it is relatively costly in terms of complexity,
[2] and [9], also the amount of secret data that can be
hidden in the frequency domain is less than the LSB
scheme [11].

In [2] authors proposed a 3-3-2 LSB(three, three and
two least significant bits from the red, green and blue
color components respectively) insertion method in an
RGB pixel respectively. This pattern distribution is con-
sidered because human eye is more sensitive to changes
in the blue color component than the red and green col-
or components. In[2], The secret image is inserted into
the cover image using chaotic sequence and XOR oper-
ation.

In [5], the authors use LSB insertion method using
chaos in the spatial domain. The main advantage of
chaos theory is simplicity of implantation, more ran-
domness than traditional pseudo random generators,
non-periodicity and confidentiality. In a similar way to
[2] they generate chaotic binary sequence XORed with
the secret message, each XORed bit is again XORed
with LSB of the selected pixel of the cover image. The
algorithm presented in [5] outperforms the one pre-
sented in [2]in terms of imperceptibility with regard to
PSNR (Peak Signal to Noise Ratio).

In [4] Nag et al. proposed a new spatial domain me-
thod for image steganography using X-Box mapping.
They generate four different X-Boxes (using XOR op-
eration) andthen the image is encrypted based on X-Box
values. Finally, the encrypted values are inserted in 4
LSB bits of the cover image. The basic advantage of
this approach is that the stego key is not required. Expe-
rimental result shows good imperceptibility in terms of
PSNR with insertion capacity equal to 25%.

Atallah mentioned that hiding directly in two LSB of
an image reduces robustness of image in [6]. The secret
message is divided into pairs of bits, then random pixels
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of the cover image are chosen, where the algorithm
searches for identical values to the secret message and
saves the locations in a table. The algorithm can hide 6
bits of the secret message in one RGB pixel of the cover
image. The identical values of secret message and cover
image are sought to have high levels of imperceptibili-
ty.

In [12] X. Zhang proposed a reversible data hiding
scheme for encrypted images. The proposed algorithm
depends on encrypting the original uncompressed image
using an encryption key to produce the encrypted im-
age. Additional data is then embedded in to the en-
crypted image using a data hiding key. On the receiver
side, the stego image is decrypted using an encryption
key. Using data hiding key and decrypted image the
embedded data is extracted and original image is recov-
ered with the aid of spatial correlation of natural im-
ages.

In[13]Alam et al. extended the work of Chen et al.
[14] to enhance the security of the algorithm. Edge de-
tection is used to increase the capacity of the algorithm.
A gray scale image is divided in to blocks of n pixels.
The first pixel of each block is used to store the status
of other pixels, the status is 1" if it is an edge pixel and
status is set to '0' for a non-edge pixel. The secret in-
formation is then inserted through LSB substitution for
edge and non-edge pixels using chaotic sequence. The
experimental results show good imperceptibility and
capacity.

In [15], Luo et al. expanded LSB matching revisited
(LSBMR) image steganography algorithm and pro-
posed an edge adaptive scheme which can select the
embedding region according to the size of the secret
image and the difference between consecutive pixels of
the cover image. The host image is first divided into
non-overlapping blocks and then each block is rotated
based on a secret key. The rotation of the cover image
improves the security and allows inserting the secret
message in to both horizontal and vertical edges. In the
next step, the blocks are rearranged as row vectors and
then each vector is divided in to non-overlapping em-
bedding units where each unit consists of two consecu-
tive pixels. Then the embedding region is determined
based on the given secret message size and the data
hiding is done using a secret key. Finally, the stego im-
age is rebuilt. The experiments show that the algorithm
has improved security and imperceptibility.

Most of the algorithms proposed in the literature use
LSB substitution of lower bits usually 1,2 and 3. This
allows for a high level of imperceptibility but the hid-
den information inserted at these levels is vulnerable to
the most common unintentional attacks. We are inter-
ested to find the most optimum locations to insert the
hidden information, keeping high imperceptibility and
also provide a certain level of resistance against com-
mon unintentional attacks such as JPEG compression.

The reset of the paper is organized as the follows. In
Section 2, the proposed bit plane steganography algo-
rithm is described. In Section 3,results are illustrated
and the paper is concluded in Section 4.

2 PROPOSED BIT PLANE STEGANOGRAPHY
ALGORITHM

The proposed bit plane steganography algorithm di-
vides the image into NxN blocks of 8-bit planes for a
gray scale image. The hidden information is inserted
into random blocks based on a chaotic sequence. The
insertion procedure takes into account the local mean L
(block of NxN) and global mean G (whole image) ac-
cording to Equation (1):

’

LB(a,b)

whereL'B(a,b) is new mean value of block (a,b) in bit

plane B, Ggis the mean of bit plane B, and dis the force
of insertion of the hidden information.

Now to change the local mean of the block (L'B(a‘b)),

f randomly selected bits are flipped in the particular
block. Where f is calculated using Equation (2):

, f
= [L
— LIN?

The secret message insertion procedure is illustrated
in Figure 1.

In the extraction phase, the local and global mean
values are compared for blocks specified by the chaotic
secret key and the decision of '1' or '0' is reached based
on Equation (3):

M) -
_ {1 ) lfLB(a,b) = GB
0,  UfLp@p <Gsp
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Convert message in to
binary matrix M.
divide image to 8 bit
planes with NxN blocks

Calculate local (L) and
global (G) mean

——M(i,j)=1 each message value

M(ivj)=0—l

L'=(146) G L'=(1-9) G
l l

Fig. 1. Secret message insertion procedure.

3 EXPERIMENTAL RESULT:
We tested the algorithm for 5 images of size 512x512
shown in Figure 2.

Baboon Lenna

Window

Thumb
Fig. 2. Tested images.

The capacity C for an XxY image is given by Equa-
tion (4):

c
XXY

2% NZ
Where XxY is image size and NxN is the block size.

4 IMPERCEPTIBILITY ANALYSIS

To find out the most optimal bit plane to insert the
hidden information we inserted the hidden information
in to each bit plane and carried out objective and sub-
jective analysis of the stego images. We noticed that the
hidden information is imperceptible in bit planes 1-4
when d = 0.1 as illustrated in Figure 3. There are some
locations where the hidden information is not complete-
ly imperceptible for bit plane 5. For bit plane 6-8, there

bit (Error! Bookmark not defined 3

are several location where the changes in the image are
visible.

Insertion in bit

Insertion in bit plane 7 Insertion in bit plane 8
Fig. 3. Hidden information insertion into each bit plane of
Baboon(d = 0.1).

The Mean Square Error (MSE) and the Peak Signal
to Noise Ratio (PSNR) are the two error metrics used to
compare image quality. The MSE represents the cumu-
lative squared error between the modified and the origi-
nal image, whereas PSNR represents a measure of the
peak error. The lower the value of MSE, the lower the
error. MSE is calculated using Equation (5):
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Fig. 4. Average MSE of all tested images for all bit planes-
with 8 = (0.05,0.2,0.35).

Figure 4 shows the average MSE for all tested im-
ages for all bit planes with different value of force in-
sertion(d). We noticed that MSE values for bit planes
1-5 are relatively lower than the bit planes 6-8 for all
values of insertion force.

PSNR is calculated using Equation (6):

PSNR
=10

R?
*logyg (_MSE>

Where R is the maximum gray scale value of a pixel
in the image under consideration.

(Error! Bookmark not defined. )

SR for oifferen: values of force of nserion

Fig. 5. Average PSNR of all tested image for all bit planes-
with 8 = (0.05,0.2,0.35).

Figure 5 shows the average PSNR values for all
tested images for all bit planes with different values of
force of insertion (). As high PSNR values indicate
low distortion, we can conclude that bit planes 1-5 are
the most suitable to insert the hidden information.

Table 1 shows the comparison between the proposed
algorithm and similar algorithms found in the litera-
ture.The PSNR values for the proposed algorithm show
higher imperceptibility when compared with these algo-

(Error! Bookmark not defined. )

rithms, especially for the optimal cases, i.e. bit planes 4
and 5.

Table 1: PSNR comparison.

Algorithm PSNR dB
[1] 49 -59
[3] 34 35
[12] 41-40.79
Proposed algorithm
As shown in Fig 5 18-64

Although MSE and PSNR are very simple and con-
ventionally accepted tools to measure signal fidelity yet
in practice, we observe that tools like the Structural
SIMilarity (SSIM) index give a clearer understanding of
imperceptibility specially when modeling the human
visual system in applications like compression and data
hiding.

Figure 6 shows the Mean SSIM (MSSIM) for all im-
ages and all bit planes with different value of force of
insertion (d). We observe very similar results to the
ones shown in Figure 3. The MSSIM results confirm
our initial analysis that bit planes 1-5 are the most suit-
able to insert the hidden information in terms of imper-
ceptibility.

MSSIM for differart values of fore of inserfior
'

Fig. 6. Mean SSIM of all images and all bit planeswith
9 = (0.05,0.2,0.35).

In the context of data hiding it is important to analyze
the histograms of the image before and after the data
hiding process. Figure 7 shows the histograms of origi-
nal image and stego images after hiding data in bit
planes 4, 5 and 6. We observe that bit planes 1-5 are
suitable to insert the hidden information as the histo-
gram before and after hiding the data resemble each
other. The histogram after hiding data in bit plane 6
shows tell-tale signs of image manipulation.
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Hiding data in bit plane 5
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Hiding data in bit plane 6

Fig. 7. Histogram of original image and the histograms of
stego images after hiding data in bit planes 4, 5 and 6(0 =
0.1).

5 ROBUSTNESS AGAINST UNINTENTIONAL
ATTACKS:

JPEG compression is a common unintentional attack
in the context of image steganography. We tested the
proposed algorithm against JPEG compression with
compression quality 90-100.

Figure 8 shows that the proposed algorithm is able to
resist this common unintentional attack to a certain lev-
el. It is also obvious here that algorithms that employ
substitution of lower bits (1-3) will lose most of the
hidden information under such unintentional attacks.
Although it is important to have resistance againstcom-
pression and other signal distortions, it is essential for a
steganography application to have very good impercep-
tibility.

Bit Error Rate

Bit Error Rate

bit plane 5

Fig. 8. JPEG compression for bit planes 4 and 5 for (IF) =
0.1,0.25 and 0.5.

6 CONCLUSION

The art of hiding secret information requires select-
ing the optimal location to insert the secret information
for a particular application. The current work is a step
forward in the direction of finding the best bit planes to
insert the hidden information in a chaotic manner. Bit
plane 4 and 5are the most optimumaccording to our
tests and analysis. The proposed algorithm shows good
PSNR values when compared with similar approaches
found in the literature. The algorithm is best suited for a
scenario where high invisibility is sought with resis-
tance to common unintentional attacks like JPEG com-
pression.
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