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Abstract

Powerful digital signal processing techniques and the
rapid growth of Internet have made the world shift to-
wards digital representation of multimedia signals, such
as image, audio and video, however, with a fear in the
mind of the originators, of the illegal distribution and
violation of copyright protection by malicious users.
Digital watermarking, more specifically, the hidden digi-
tal watermarking technique, however, comes into the
rescue, as a powerful solution to such potential problems.
Several hidden type watermarking techniques have been
proposed with a variety of their usage, complexity and
security — which are the primary concerns of such tech-
nique. In this paper, we have proposed a hidden type
digital watermarking architecture based on discrete
wavelet transform, where it is found that data embed-
ding in approximation sub-band offers data trade off
among the different watermarking requirements. The
scheme includes the LZW compressed watermark to en-
sure high data embedding rate along with the good qual-
ity of imperceptibility. The use of wavelet transform is
sufficed for the data concealment with its indiscriminate
robustness property. An algorithm has been developed
and programmatically implemented and the correspond-
ing results are shown in the result section.

Introduction

With the global and wide use of internet and different
network topologies, different data and media types have
become less protected, and hence, could be easily
downloaded and modified, by any malicious user with
his/her own accord. Because of such threats, several copy-
right problems appeared lately and different watermarking
techniques were proposed. One of them is by adding a visi-
ble watermark to the cover image, while the other one is to
use a watermark technique that will embed a hidden water-
mark within the cover, where the watermark is the message
that will be embedded into the pixels of cover image, while
the cover image is the image that will be watermarked using
the watermarked image to protect it from being claimed by
other person or group.

In the past, duplicating art work was quite complicated
and required a high level of expertise for the counterfeit to
look like the original. However, in the digital world this is
not true. Now it is possible for almost anyone to duplicate or

manipulate digital data and not lose data quality. Similar to
the process when artists creatively signed their paintings
with a brush to claim copyrights, artists of today can water-
mark their work by hiding their name within the image.
Hence, the embedded watermark permits identification of
the owner of the work. It is clear that this concept is also
applicable to other media such as digital video and audio[3].

In this paper, we have implemented the digital water-
marking using discrete wavelet transform. For watermark-
ing, data has to be hidden inside the cover image. Each im-
age is presented mathematically by matrix of numbers. First,
the RGB image is converted into gray image and then the
corresponding pixel value of gray image is extracted, dis-
crete wavelet transform is applied on the cover image that is
the image which is to be watermarked; as a result the image
is divided into four parts of equal size. These are approxima-
tion, diagonal details, horizontal details and vertical details
respectively. This is done using Haar Wavelet Transform
(HWT) considering the first 64 pixel, 8x8 matrix. The wa-
termarking image is then compressed using the LZW com-
pression technique, which compresses the image, the ASCII
value of which is extracted and converted into corresponding
decimal equivalent pixel value. Then the SVD value of both
the cover image and watermark image is extracted and then
the S value of cover image is substituted with the S value of
watermarked image. Now the inverse wavelet transform is
applied on this approximation part along with remaining
three parts, and as a result, watermarked image is ob-
tained.[9]

I. WAVELET TRANSFORMATION

For time domain signal, the time amplitude representation
is not always the best representation of the signal for most
signal processing related application, which is also true for
2-D image as well. The pixel or space domain representation
is not always the best representation. In many cases the most
distinguished information is hidden in the frequency content
of the signal. The frequency spectrum of a signal is basically
the frequency components (spectral components) of that
signal i.e. it shows what frequencies exists in the signal and
with the help of Fourier Transform (FT) we can measure
frequency or find the frequency content of a signal.[11]
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A. Fourier Transform and Fast Fourier
Transform

The FT is a reversible transform, i.e. it allows going back
and forward between the raw and processed (transformed)
signals but, only either of them is available at any given
space (time). That is no frequency information available in
the space (time)- domain signal, and no time information is
available in the Fourier transformed signal. [1]

However, the other alternative, viz., the fast Fourier trans-
form (FFT) is an efficient algorithm to compute the discrete
Fourier transform (DFT) and it’s inverse, as well. A DFT
decomposes a sequence of values into components of differ-
ent frequencies. This operation is useful in many fields, but
computing it directly from the definition is often too slow to
be practical. An FFT is a way to compute the same result
more quickly: computing a DFT of N points in the obvious
way, using the definition, takes O(N %) arithmetical opera-
tions, while an FFT can compute the same result in only O(N
log N) operations. The difference in speed can be substantial,
especially for long data sets where N may be in the thou-
sands or millions—in practice, the computation time can be
reduced by several orders of magnitude in such cases, and
the improvement is roughly proportional to N/log(N). The
most well known FFT algorithms depend upon the factoriza-
tion of N, but (contrary to popular misconception) there are
FFTs with O(N log N) complexity for all N, even for prime
N. Ig/lany FFT algorithms only depend on the fact that

=14

€ X isan N" primitive root of unity, and thus can be ap-
plied to analogous transforms over any finite field, such as
number-theoretic transforms. Since the inverse DFT is the
same as the DFT, but with the opposite sign in the exponent
and a 1/N factor, any FFT algorithm can easily be adapted
for it.[7]

B. Continuous Wavelet Transform (CWT)

The space (time) frequency resolution problems are re-
sults of a physical phenomenon, the Heisenberg’s Uncer-
tainty Principle, and exist regardless of the transform used.
But it is possible to analyze any signal by using an approach
called Multi Resolution Analysis (MRA). MRA is defined to
give good space (time) resolution and poor frequency resolu-
tion at higher frequencies and poor space (time) resolution
and good frequency resolution at low frequencies. This phi-
losophy has been taken into account in the Continuous
Wavelet Transform.

The Continuous Wavelet Transform is developed as an al-
ternative approach to the STFT to overcome the resolution
problem in a similar way (signal is multiplied with a func-
tion, the wavelet, similar to window function of STFT) but
major differences of CWT & STFT are as follows:

Negative frequency components are absent,

Sine or Cosine waves are not taken as the basis function,

Width of window is changed as transform is calculated
for every single spectral component.[12]

The continuous transform is defined as follows:

CWT x¥(a,b)= [f(t) (1/N(a])) ¥ ((t-b)/a)dt, co<t<co

The transformed signal is a function of two variables, a
and b, the translation and scale/ dilation parameters respec-
tively. W(t) is a transforming function and is called the
mother wavelet.

As mentioned before the CWT maps a one-dimensional
signal to a two-dimensional time-scale joint representation
that is highly redundant. The time-bandwidth product of the
CWT is the square of that of the signal and for most applica-
tions, which seek a signal description with as few compo-
nents as possible, this is not efficient. To overcome this
problem discrete wavelets have been introduced. Discrete
wavelets are not continuously scalable and translatable but
can only be scaled and translated in discrete steps. This is
achieved by modifying the wavelet representation.[10]
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C. Haar wavelet Algorithm
Procedure for Haar Wavelet Transform:

1. Find the average of each pair of sample (n/2 avg)

2. Find the difference between each average and sample
of it was calculated from n/2 differences)

3. Fill the first half of the array with averages.

4. Fill the second half of the array with differences.

5. Repeat the process on the first half of the array. (The
array length should be power of 2)

D. The LZW Algorithm

The LZW coding assigns fixed-length code word to

variable length sequence of source symbols but requires no a
prior knowledge of probability of occurrence of the symbol
to be encoded. LZW coding is conceptually very simple. At
the onset of the coding process, a codebook or a “dictionary”
containing the source symbol to be coded is constructed. For
8 bit monochromatic image, the first 256 word of the dic-
tionary are assigned to the gray values 0,1,2,....256.As the
encoder sequentially examines the image’s pixel, gray-level
sequence that are not in the dictionary are placed algorithmi-
cally determined locations. If the first two pixels of the im-
ages are white, for instance, sequence “255-255" might be
assigned to location 256 ,the address following the location
reserved for gray level O through 255.the next time that two
consecutive while are encountered, code word 256,the ad-
dress of the location containing sequence 255-255,is used to
represent them. If a 9-bit, 512-word dictionary is employed
21
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in the coding process, the original (8+8) bit that were used to
represent the two pixel are replaced by single 9 —bit code
word. Clearly, the size of the dictionary is an important sys-
tem parameter. If it is too small, the detection of matching
gray-level sequence will be less likely; if it is too large, the
size of the code words will adversely affect compress per-
formance.[8]

. THE PROPOSED ALGORITHM

The proposed hidden type watermarking algorithm, which
is based on wavelet transform, is stated below.

For Watermarking, data has to be hidden inside the cover
image.

e  First discrete 2-D Wavelet transformation is ap-
plied on this image. As a result the image is di-
vided into four parts of equal size. These are ap-
proximation, diagonal details, horizontal details
and vertical details.

e LZW compression method is applied on this wa-
termark image. As a result we get the
compressed image whose pixel value is ex-
tracted.

e Apply the SVD to the Watermarked image and
cover image is extracted.

e Now the S value of cover image is substituted
with the S value of watermarked image.

e Now the inverse wavelet transform is applied on
this approximation part along with remaining
three parts and as a result watermarked image is
obtained.

Schematic and Explanation
In this project digital watermarking is implemented
using discrete wavelet transform.
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Fig.3 Watermark embedding technique

For Watermarking, data has to be hidden inside the cover
image. Each image is presented mathematically by matrix of
numbers .First the RGB image is converted into gray image
and then the corresponding pixel value of gray image is ex-
tracted, discrete wavelet transform is applied on the cover
image that is the image which is to be watermarked; as a
result the image is divided into four parts of equal size.
These are approximation, diagonal details, horizontal details
and vertical details. This is done using Haar wavelet trans-
form considering first 64 pixels, 8X 8 matrix. The water-
marking image is then compressed using LZW compression
technique, which compresses the image, the ASCII value of
which is extracted and converted into corresponding decimal
equivalent pixel value. Now the SVD value of both the cover
image and watermark image is extracted and then the S
value of cover image is substituted with the S value of wa-
termarked image. Now the inverse wavelet transform is ap-
plied on this approximation part along with remaining three
parts and as a result watermarked image is obtained.[4]

Fig.1 Depicts that some pixel value from the cover image are extracted for
DWT

Fig.2 Depicts partition of image after Haar Wavelet Transform
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I1l. RESULTS USV] = svd(B
Matlab Commands used: * [USV]=svd(B)
e cdE: ) ) Apply SVD on the cover image, we get
The image was stored in E drive.
e A=imread('parrot.jpg',’jpg’); U=

-0.9984 0.0532 0.0170 0.0030 -0.0010 -0.0005 0.0053 0.0023

Reading image named parrot,jpg’ from E drive. -0.0037 -0.0945 0.1475 0.5517 -0.1159 0.3099 -0.6701 0.3262

eimshow(A); 0.0168 0.4426 -0.5222 0.4155 0.4945 -0.1832 0.1195 0.2570
i i -0.0396 -0.7209 -0.2186 04328 0.1485 0.1954 0.3688 -0.2178
Display the image. -0.0093 0.0817 -0.6976 -0.0042 -0.5453 0.0046 -0.2564 -0.3788
eB=rgb2 gray (A); 00236 03117 04010 0.4929 -0.0217 -0.2446 0.0185 -0.6617
Convert the color image to grayimage -0.0242 -0.3427 -0.0871 -0.2185 0.4906 -0.4581 -0.5643 -0.2402
. . -0.0082 -0.2269 0.0497 0.2119 -0.4260 -0.7500 0.1271 0.3755
eimshow(B);
Display the image S=
e B(1:8,1:8) 1200000 0 0 O 0 0 0 O
- 0 10.5289 0 0 0 0 0 0
0 0 5.1644 0 0 0 0 0
0 0 0 0.7612 0 0 0 0
0 0 0 0 0.5067 0 0 0
0 0 0 0 0 0.2972 0 0
0 0 0 0 0 0 0.2186 0
0 0 0 0 0 0 0 0.0403

V=

-0.9968 0.0730 0.0156 -0.0230 -0.0172 -0.0014 0.0029 -0.0000
0.0403 0.4836 0.6685 0.2317 -0.0472 -0.2284 -0.4578 0.0054
-0.0208 -0.4838 0.6199 -0.0976 -0.0666 -0.1586 0.4241 -0.4028
0.0528 0.5268 0.0653 -0.6657 0.1218 0.3186 0.1438 -0.3677
-0.0013 -0.3102 0.2387 -0.5169 -0.4084 0.2558 -0.3205 0.4946
-0.0141 -0.0442 0.3036 0.3190 0.4397 0.7260 0.1522 0.2454
Fig. 4 Original Image 0.0357 0.3755 0.0453 0.2021 -0.6109 0.0666 0.6011 0.2756
0.0089 0.1006 0.1148 -0.2886 0.4948 -0.4735 0.3204 0.5671

We get the first 64-bit pixel value

107 116 126 127 123 117 113 109 For the watermark image the image is first compressed
113 118 122 120 118 116 116 115 using LZW Algorithm which
117 116 114 111 110 112 116 119 compresses the image, we get corresponding ASCII value as
117 111 107 106 107 109 114 117 o g .
118 111 109 114 117 115 113 114 output, the ASCII value of which is converted into decimal
123 117 118 129 134 125 116 114 equivalent pixel value, denoted by W. The output is as fol-
128 123 127 141 147 134 119 113 lows:

131 124 129 145 151 137 119 112

o After Haar wavelet transform (Java Code) 32 32 32 70 32 32 70 32
32 32 32 48 32 3R 32 13
1194688 -45000 2.2813 -6.0313 0 1.6875 -4.0625 -1.0000 10 32 32 32 32 112 97 32

0.3750 0.1563 0.8438 -0.7813 0.3750 0.4375 -0.3125 -0.2500
-1.7188 05938 -4.0000 2.1875 -2.3750 -0.8750 1.6250 0.2500

41563 -45938 23.0625 -4.5000 1.8750 0.2500 -3.0000 -1.0000 32 32 73 32 32 42 32 3
1.1250 -2.0000 -2.6250 0.1250 -1.0000 -1.2500 0.2500 -0.5000 32 32 32 32 32 32 127 13
25625 3.1875 -0.3750 1.7500 -0.7500 0.5000 1.5000 0.5000 20 48 32 32 49 32 32 96
2.6250 -2.1250 15000 -2.0000 1.0000 0 -1.7500 -0.2500 32 32 12 32 32 80 32 32
0.8125 -0.9375 1.3750 -1.5000 0.7500 0 -0.7500 -0.2500 13 46 32 32 9 32 32 13:

Applying SVD on this pixel values of watermark image,
we get, [U,S,V]=svd(W)

U=
-0.5507 -0.3480 -0.5476 -0.1144 -0.0320 0.3517 0.3137 0.1989
-0.3044 -0.0075 0.1991 -0.3693 -0.1628 0.2382 -0.7675 0.2429
-0.2228 0.0125 -0.0949 -0.3092 -0.2852 -0.0921 -0.0306 -0.8688
-0.3726 -0.3205 0.1910 0.7508 -0.2948 -0.1839 -0.1790 -0.0745
-0.3941 0.7314 0.1702 0.0101 -0.3693 -0.0555 0.3145 0.2054
-0.2661 0.0273 -0.2968 -0.1614 0.2759 -0.8288 -0.1588 0.1613
-0.3211 -0.3047 0.7015 -0.2683 0.3439 -0.0613 0.3426 -0.0216
-0.2940 0.3839 -0.0762 0.3051 0.6880 0.2890 -0.1951 -0.2690

Fig. 5 Image after Haar wavelet Transform
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S=

397.1226 0 0 0
0 145.1153 0 0

0 85.2393 0

0 67.8137

0 47.1530

0 0 40.1404

0 0 0 21.0362

0 0 0 0 10.561.

0 0 0
0 0 0
0 0 0
0 0 0
0 0

o

0

0
0
0
0
0
0

4

eNeoNoNeNeNe]
[eNeNeNo Nl
[eNeNeNe]

V=

-0.1901 0.0553 0.0539 -0.3715 0.0735
-0.3424 -0.1110 -0.4357 -0.1369 0.2901 0.5430
-0.3248 -0.0881 -0.4100 -0.2659 0.3129 -0.6290
-0.3830 0.1455 -0.1005 -0.4411 -0.5310 0.3400
-0.3195 0.5270 0.2530 0.0158 -0.3302 -0.2724
-0.4123 -0.3282 -0.2770 0.6530 -0.3850 -0.1452
-0.4753 -0.4600 0.6977 -0.0451 0.2228 0.0703
-0.3105 0.5989 0.0398 0.3864 0.4729 0.1635

-0.2587 -0.2493 -0.8279
0.4969 -0.1893
-0.0221  0.3923
-0.4045 0.2574
0.6104 -0.0100
-0.1108 -0.1937
0.0145 0.1375

-0.3765 0.0448

e The S value of cover image is substituted with the S
value of watermarked image.

IV. CONCLUSION AND FUTURE WORK

The proposed watermarking architecture describes an
oblivious data hiding technique in the wavelet domain,
where it is found that data embedding in approximation sub-
band offers data trade off among the different watermarking
requirements. The scheme also shows LZW compressed
watermark. These ensure high data embedding rate along
with the good quality of imperceptibility. The use of wavelet
transform is sufficed for the data concealment with its indis-
criminate robustness property.

Currently, we have performed the embedding part of wa-
termark image in the cover image using discrete wavelet
transform; however, in the next phase of our experiment, we
shall try to implement the corresponding architecture using
VHDL and test it on FPGA board.
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