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Abstract : The difficulty of effectively and se-

curely broadcasting to a remote cooperative group 

happens in many freshly appearing networks. A 

foremost dispute in developing such systems is to 

overwhelm the obstacles of the potentially restricted 

connection from the assembly to the sender, the una-

vailability of a completely trusted key generation 

center, and the dynamics of the sender. The living 

key administration paradigms cannot deal with these 

trials effectively. In this paper, we circumvent these 

obstacles and close this gap by suggesting a innova-

tive key administration paradigm. The new para-

digm is a hybrid of customary broadcast encryption 

and assembly key agreement. In such a scheme, each 

constituent sustains a single public/secret key two. 

Upon seeing the public keys of the members, a isolat-

ed sender can securely broadcast to any proposed 

subgroup selected in an publicity hoc way. Following 

this form, we instantiate a scheme that is verified 

protected in the standard form. Even if all the no 

proposed constituents collude, they will not extract 

any helpful data from the conveyed messages. After 

the public assembly encryption key is extracted, both 

the computation overhead and the connection cost 

are independent of the group dimensions. Further-

more, our scheme facilitates easy yet efficient mem-

ber deletion/addition and flexible rekeying schemes. 

Its powerful security against collusion, its unchang-

ing overhead, and its implementation friendliness 

without relying on a fully trusted administration 

render our protocol a very undertaking solution to 

many applications. 

 

Index Terms— Ad hoc networks, broadcast, cooper-

ative computing, access control, information securi-

ty, key management.     

  

 

1. INTRODUCTION 

 
Remote cooperative groups using encrypted transmis-

sion. Examples can be found in access control in remote 

group communication arising in wireless mesh net-

works, mobile ad hoc networks, vehicular ad hoc net-

works, etc. WMNs have been suggested as a promising 

low cost approach to provide last-mile high-speed Inter-

net access. A typical WMN is a multi hop hierarchical 

wireless network. The top layer has high-speed wired 

Internet entry points. The second layer is made up of 

stationary mesh routers serving as the multi-hop back-

bone to connect to each other and Internet via long-

range high-speed wireless techniques. 

The bottom layers include a large number of mobile 

network users. The end users access the network either 

by a direct wireless link and through the chain of other 
peer users leading to a nearby mesh routers; then the 

router further connects to remote users through the wire-

less backbone and Internet. Security and privacy issues 

are of utmost concern in pushing it to the success of 

WMNs for their wide deployment and for supporting 

service oriented applications. For instance, a manager 

on his way to holiday may want to send a confidential 

email to some staff of her company via WMNs, so that 

the intended staff members can read the email with their 

mobile devices (laptops, PDAs, smart phones, etc.). Due 

to distributed nature and intrinsically open of WMNs, it 
is essential to enforce access control of sensitive infor-

mation to cope with both eavesdroppers and malicious 

attackers.  

 

 
    Fig. 1 Infrastructure of Wireless Mesh Network 

        

  A MANET system is made up of wireless mobile 

nodes.These nodes have wireless communication and 

networking characteristics. MANETs have been pro-
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posed to serve as an effective networking system which 

facilitating data exchange between mobile devices even 

without fixed infrastructures. In MANETs, it is impor-
tant to support group-oriented applications, such as au-

dio/video conference and one-to-many data dissemina-

tion in battlefield or disaster rescue scenarios. In gen-

eral, users working for the same goal form a cooperation 

domain; any particular application or interest in a net-

work may lead to the establishment of a corresponding 

community. Since communication in wireless networks 

is broadcast and a certain amount of devices can receive 

transmitted messages, the risk of non-secured sensitive 

information being intercepted by the unintended recipi-

ents is a real concern. For instance, a commander may 
issue secret commands to soldiers in battlefield via sat-

ellite-to-MANET communication. Consequently, efforts 

to secure the group communication in MANETs are 

essential.  

 A VANET consists of on-board units (OBUs) embed-

ded in vehicles serving as mobile computing nodes and 

road-side units (RSUs) working as an information infra-

structure lo-cated in critical points on the road. Mobile 

vehicles form many of cooperative groups in their wire-

less communications range in the roads, and through 

roadside infrastruc-tures, vehicles can access other net-

works such as Internet and satellite communication. 
VANETs are designed with the primary goal of improv-

ing traffic safety and the secondary goal of providing 

value-added services to vehicles. A substantial body of 

studies has been devoted to making the primary goal 

secure and private, by guaranteeing the trustworthiness 

of vehicle-generated traffic reports and the privacy of 

vehicles. Very recently, making the secondary goal se-

cure by the securing value-added services in VANETs 

has been considered. In a particular scenario of this type 

of applications, only subscribers among an on the-fly 

cooperative group of vehicles can enjoy/decrypt the 
value-added services (e.g. multi-player video games) 

from the remote service providers. Hence, secure group 

access control is essential to extensively deploy such 

services in VANETs.  

 A solution to this same problem must meet several con-

straints. First, sender is remote and can be dynamic. 

Second, the transmission may cross in various networks 

including open non-secure networks before reaching the 

intended re-cipients. Third, the communication from the 

group members to senders may be limited. Also, the 

sender may wish to choose only a subset of the group as 

the intended recipients. Further, it is hard to resort to a 
fully trusted third party to get secure communication. In 

contrast to the above constraints and mitigating features 

are that the group members are co-operative and the 

communication among them is local and efficient. This 

paper exploits these mitigating features for facilitating 

remote access control of group-oriented communication 

without relying on a fully trusted secret key generation 
centre. 

In next section II we are presenting the literature survey. 

In section III, the proposed approach and its system 

block diagram is depicted. In section VI we are present-

ing the cur-rent state of implementation and results 

achieved. Finally conclusion and future work is pre-

dicted in section . 

 

2. LITERATURE SURVEY 
 

MOST network applications are based upon the Client–
server paradigm and make use of unicast Packet deliv-
ery. Many emerging applications, on the other hand, are 

based upon a Group communications model. In particu-
lar, they require packet delivery from one or more au-
thorized sender(s) to a large number of authorized re-

ceivers. In the Internet, multicast has been used success-
fully to provide an efficient, best effort delivery service 
to large groups. We envision that deployment of net-

work applications requiring group communications will 
accelerate in coming years. As a result, securing group 
communications i.e., providing confidentiality, authen-

ticity, and integrity of messages delivered between 
group members, will become a critical net-working is-
sue in the near future. While the technical issues of se-
curing unicast communications for client–server com-

puting are fairly well understood, the technical issues of 
se-curing group communications are not. Conceptually, 
since every point-to-multipoint communication can be 

represented as a set of point-to-point communications, 
the current technology base for securing unicast com-
munications can be extended in a straightforward man-

ner to secure group communications.  
The major security concern in group-oriented communi-
cations with access control is key management. Existing 

key management systems in these scenarios are mainly 
implemented with two approaches referred to as group 
key agreements or group key exchange by some authors 

and key distribution system (or the more powerful no-
tion of broadcast encryption). Both of these are active 
research areas and having generated large respective 
bodies of literature. 

Group key agreement allows a group of users to negoti-
ate a common secret key via open insecure networks. 
Then any member can encrypt any confidential message 

with the shared secret key and only the group members 
can decrypt. In this way, a confidential intra-group 
broadcast channel can be established without relying on 

a centralized key server to generate and distribute secret 
keys to the potential members. A large number of group 
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key agreement protocols are pro-posed.  
The earlier efforts focused on efficient establishment of 
the initial group key. Later studies enable efficient 

member joins but the cost for a member leave is still 
comparatively high. A tree key structure has been fur-
ther proposed and improved to achieve better efficiency 

for member joins and leaves. The theoretical analysis in 
proves that, for any tree-based group key agreement 
scheme, the lower bound of worst-case cost is O(log n) 

rounds of interaction for member join or leave, where n 
is the number of group members. This optimal round 
efficiency was recently achieved. By using a ring-based 
key structure, the up-to-date proposal breaks this round 

barrier because only a constant number of rounds is 
required for member changes. In a key distribution sys-
tem, a trusted and centralized key server presets and 

allocates the secret keys for potential users, such that 
only the privileged users can read the transmitted mes-
sage. The early key distribution protocol [21] does not 

support member addition/deletion after the system is 
deployed. These notions were subsequently evolved to 
allow the sender to freely choose the intended receivers 

subset of the initial group, which is usually referred to 
as broadcast encryption. Broad-cast encryption is essen-
tial for key management in priced media distribution 

and digital rights management. Broadcast encryption 
schemes in the literature can be classified in two catego-
ries: symmetric-key broadcast encryption and public-
key broadcast encryption. In the symmetric key setting, 

only the trusted center generates all the secret keys and 
broadcasts messages to users. Therefore, only the key 
generation center can be the broadcaster and sender. In 

the public-key setting, in addition to the secret keys for 
each user, the trusted center also generates a public key 
for all the users so that anyone can play the role of a 

broadcaster or sender.  
Fiat and Naor first formalized broadcast encryption in 

the symmetric-key setting and proposed a systematic 

method of broadcast encryption. Similarly to the group 

key agreement settings and tree-based key structures 

were subsequently proposed to improve efficiency in 

symmetric-key based broadcast encryption systems. The 
state of the art along this research line is presented in 

the public-key setting, Naor and Pinkas presented in the 

first public-key broadcast encryption scheme in which 

up to a threshold of users can be revoked. If more than 

these thresholds of user are revoked, the scheme will be 

insecure and hence not fully collusion-resistant. Subse-

quently, by exploiting newly developed bilinear paring 

technologies, a fully collusion-resistant public-key 

broadcast encryption scheme was presented which has 

O(√N) complexity in key size, cipher text size and com-

putation cost, where N is the maximum allowable num-
ber of potential receivers. A recent scheme reduces the 

size of the key and the cipher texts, although it has the 

same asymptotical sub-linear complexity as An up to 

date scheme was presented in [32] which strengthens 
the security concept of public-key broadcast encryption 

schemes while keeping the same O(√N) complexity as . 

 

3. PROPOSED APPROACH 

FRAMEWORK AND DESIGN 
 

3.1 Problem Definition 

 
A major challenge in devising such systems is to 

overcome the obstacles of the potentially limited com-
munication from the group to the senders, the unavaila-

bility of the fully trusted key generation center, and the 

dynamics of the sender. The existing key management 

paradigms cannot deal with these challenges efficiently. 

 

3.2 OUR APPROACH 

 
The new approach is a hybrid of group key agreement 

and public-key broadcast encryption. In our approach, 

each group member has a public/secret key pair. By 

knowing the public keys of the members (e.g., by re-

trieving them from a public key infrastructure that is 

widely available in existing network security solutions), 

a remote sender can securely broadcast a secret session 

key to any intended subgroup chosen in an ad hoc way 

and simultaneously, any message can be encrypted to 
the intended receivers with the session key. Only the 

selected group members can jointly decrypt the secret 

session key and hence the encrypted message . In this 

way, the dependence on a fully trusted key server is 

eliminated. Also, the dynamics of the sender and the 

group members are coped with because the interaction 

between the sender and the receivers before the trans-

mission of messages is avoided and the communication 

from the group members to the remote sender is mini-

mized. 

First, we formalize the problem of secure transmission 

to remote cooperative groups, in which the core is to 

establish a one-to-many channel securely and efficiently 

under certain constraints. We observe that the existing 

key management approaches do not provide effective 

solutions to this problem. On one hand, group key 

agreement provides an efficient solution to secure in-

tragroup communication, but for a remote sender, it 

requires the sender to simultaneously stay online with 

the group members for multiple rounds of interactions 

to negotiate a common secret session key before trans-
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mitting any secret contents. Following fig.2 shows our 

proposed approach. 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 2: Proposed Approach of System 

It provide the security against collusion Encrypt by the 

sender and the decrypt by the receiver are both of less 

complexity and it enable to send-and-leave broadcasts 

message to remote cooperative groups without fully 

trusted third party. Even an attacker cannot retrieve any 
information about the messages transmitted by the 

sender in the remote group. 

 

3.3 Proposed System Architecture  

 
Our contribution includes three aspects. First, we 

formalize the problem of secure transmission to remote 

cooperative groups, which the core is to establish a one-

to-many channel securely and efficiently under certain 

constraints. 

Second, we propose a new key management para-

digm allows the secure and efficient transmissions to 

remote cooperative groups by effectively exploiting the 

mitigating features and circumventing the constraints 

discussed above. The new approaches are a hybrid of 

group key agreement and public key broadcast encryp-

tion. Third, we have presented a provably secure proto-

col in the new key management paradigm and perform 

extensive experiments in the context of mobile ad hoc 

networks. 

Fig.3 System Architecture 

In the proposed protocol after extraction of the public 

group encryption key in the first run, the subsequent 

encryption by the sender and the decryption by each 

receiver are both of constant complexities, even in case 

of member changes or system updates for rekeying. 

 

3.4 Algorithms 

Efficient Probabilistic Public-Key Encryption 

Key Generation: 

The input and output of G are as follows: 

1. [Input ]Security parameter k (= pLen), which is a 

positive integer. 

2. [Output]A pair of public-key, (n; g ; h ; H ; p Len ; 

mLen ; hLen ; rLen), and secret-key, ( p;gp). 

3. The operation of G ,on input k ,is as follows: 

4. Choose two primes p,q ( |p |= |q| = k), and compute 
n:=p2q. Here,p−1=p’u and q−1=q’v such that p’ and 

q’ are pimes,and |u| and |v| are O(logk). 

5. Choose g randomly such that the order of 

gp:=  mod p2 is p  

6. Choose h0 from  randomly and independent-

ly from g.compute h:=  mod n 

7. Set pLen:=k; set mLEn and rLen such that 

mLen+rLEn<=pLen-1 

8. Select a(hash) function H:{0,1}* ->{o,1}hlen 

Encryption:   

The input and output of  are as follows 

1.  [Input]  Palintext M {0,1}mlen along with 

public key (n, g, h, H, pLen, mLen, hLen, rLEn) 

2. [Output] ciphertext C 
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Decryption D 

The input and output of D are as follows 

1. [Input] Ciphertext C along with (n, g, h, H, pLen, 
mLen, hLen, rLEn) and secrete-key (p,gp) 

2. [Output] Plaintext M or null string 

 

3.5 Security Analysis: 
When focusing on the confidentiality of the session key 

transmitted by the sender, we implicitly assume that the 

public keys of users are authentic, that is, we assume 

that they have been previously authenticated. 

We start by defining the correctness of our system as the 

property that any user in the receiver set can decrypt a 

valid header. A formal definition follows. 

 

Correctness: Assume the model described in the previ-
ous section. A group key agreement based broadcast 

encryption scheme is correct if for 

  {<pki, ski>} ← KeyGen(i, n,N),  

all S ⊆ {U1, ・ ・ ・ , UN} (with |S| = n) and  

all Ui ∈ S, if <Hdr, k> ← Encryption(S, <pki>S),  

then it holds that Decryption(Uj(skj)S,Hdr, <pki>S) = k 

for any Uj ∈ S. 

Formally, secrecy is defined by means of the 

following game between an attacker A and a challenger 

CH. Both CH and A are given (λ,N, n) as input, where 

N,n are polynomials in the security parameter λ. 

 

• Setup: The challenger runs KeyGen(i, n,N) to obtain 
the users’ public keys. The challenger gives the public 

keys and public system parameters to the attacker. 

• Corruption: Attacker A adaptively issues private key 

queries for some indices i ∈{1, ••• ,N}. 

• Challenge: At some point, the attacker specifies a 

challenge set S∗, satisfying that |S∗| = n and, for the 

private key of any user Ui queried in the corruption 

step, Ui / ∈ S∗. The challenger sets Hdr∗,k0← 

Encryption(S∗, pkiS∗ ) and k1 ← K. It sets b ←{0, 1} 

and gives (Hdr∗,kb) to attacker A. 

• Observation: After receiving the challenge header, the 

attacker A can access the public transcripts from users 

inS∗ during the decryption interactions. 

• Guess: Attacker A outputs a guess bit b΄ ∈{0, 1} for b 

and wins the game if b = b΄. 

We define A’s advantage in attacking the group key 

agreement based broadcast encryption system with se-

curity para-meter λ as  
             AdvA,n,N(1λ)= |Pr[b = b΄] – 1/2| 

 

Secrecy:. We say that a group key agreement based 

broad-cast encryption scheme is collusion-   resistant 

against adaptive attacks if for any polynomial-time at-

tacker A we have that AdvA,n,N (1λ) is negligible in λ, 

and the scheme is collusion-resistant against static at-

tacks if the attacker A has tocommit to challenge set S 

before the set stage. In section VI  we are presenting the 
current state of implementation and results achieved. 

 

3.6 Mathematical Model    

 
System can be Describe through mathematically. For 

mathematical model we consider S will describe total 

system. So S will be, 

  S= {Input,Output,Process} 

Detail of each element is given bellow, 

 

 

3.6.1 Input  
 

We input Different types of dataset for Anomaly detec-

tion eg. 

{user 1,user 2,…,user n,group 1,group2…, group n} 

 

3.6.2 Output 
 

       {key pair1,key pair 2,…,pair key n } 

 

3.6.3 Process 
 

The proposed key management scheme incorporates the 

ideas of broadcast encryption systems  and GKA proto-

cols. 

 
Key management 

The public key is created and certified by a certificate 

Authority, but the secret key is hold only by the receiv-

er. A sender in a remote group can receive the receiver’s 
public key from the certificate authority and validate the 

authentication of the public key by verifying its certifi-

cate, which provide that no direct communication from 

the receivers to the sender. Then, the sender can send 

secret messages to any receivers in a remote group. Au-

thority can be done on the offline before the message 

transmission by the sender . Security policy may affect 

the stringency of cryptographic requirements, depending 

on the susceptibility of the environment in questions to 

various types of attack. 

Techniques for distributing public keys –  

Authentication trees: Authentication trees provide a 
way for making public data to be available with verifia-

ble authenticity, by using a tree structure with a suitable 

hash function, and authenticating the root value. 

Public-key certificates: Public-key certificates are a 

device by which public keys may be stored, distributed 
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or forwarded over unsecured media without danger of 

undetectable manipulation 

Key separation and threat of key misuse: The princi-
ple of key separation is that keys for different purposes 

should be cryptographically separated. The threat of key 

misuse may be addressed by techniques which ensure 

that keys are used only for those purposes pre-

authorized at the time of key creation. 

 

Techniques for controlling use of symmetric keys: 

 

The main technique is the use of control vectors Control 

vectors provide a method for controlling the use of keys, 

by combing the idea of key tags with the mechanism of 
simple key notarization. 

 

Optimizations 

 

The pairing is providing some optimizations. These may 

involve precomputation, and in some storage availabil-

ity may introduce a problem. We can consider these 

optimizations in some other ways. If both left-hand and 

right-hand arguments are, pairing itself can be pre cal-

culated and stored. If the left-hand parameter, its multi-

ples that rise in its multiplication by the variable can be 

precalculated and it must store in coordinates. We con-
sider no advantage can be taken on right-hand parame-

ter, but only for a Type-1 pairing, symmetry can be 

move it to the left-hand side and precalculate as before. 

The protocol on a Type-3 pairing it may be useful for 

reversing the roles of the left-hand and right-hand pa-

rameters in the protocol. Note that if storage is not prob-

lem and the left-hand parameter the size of din E (Fpd ) 

is not matter, and so it is no need to use a pairing-

friendly curve . It will be advantage to use the pairing 

which provides the loop reduction, and limited storage 

need for precomputation by the degree of loop reduction 
can be achieve. scheme with constant-size cipher texts 

is a modified version of BGW by the same authors 

(dubbed BGW2 from now on), which has cipher texts 

that are double the size of our scheme (i.e., four group 

elements vs. ourtwo). BGW2 is proved selective CCA 

secure under BDHE, plus the assumption that a signa-

ture scheme used in the construction is strongly unfor-

givable, which is an assumption of comparable strength 

as UOWHF. 

 

Broadcast Encryption 

 
The basic tree scheme requires only log2 n keys to be 

stored in each receiver. Therefore it is reasonable to 

consider schemes with slightly more keys: for popula-

tions of several millions, we can afford to keep twice or 

four times as many keys in a receiver. In order to gener-

ate the extra key sets, we start with a “level-degree” 

profile, which specifies how many keys each user 
should hold at each level [9]. For a level with set size, a 

degree of d implies that each user should belong to extra 

sets(d-1), in addition to the one basic tree set it belongs 

to at this level. Thus we need to be able to generate nd/k 

sets of size , such that each user belongs to exactly d of 

them. We Achieve this by randomly permuting the N 

users times (D-1), and for each random permutation we 

add the users in positions (i-1)k+1,…….,ik as a set ,for 

i=1,…….,n/k. 

 

Key Establishment Algorithm 
 

 

 

 

 

 

 

 

 

 

 

 

 

To calculate the redundant establishment key allocation 

over a universe u of size n . 

The required number of keys a receiver needs to store. 

As we said before, this is typically a small fixed value 

which we can reasonably model by or   inverse 

lower bound, on the number of transmissions. Asymp-

totically we can obtain the following bound. 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

Fig.4. Number of transmission (t) as the function repre-

sent to the target set size (k). 
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4 .Advantages Of Proposed Sys-

tem 
 

The common problem is to enable a sender to securely 

transmit messages to a remote cooperative group. A 

solution to this problem must meet several constraints.  

First, the sender is remote and can be dynamic.  
Second, the transmission may cross various networks 

including open insecure networks before reaching the 

intended recipients. Third, the communication from the 

group members to the sender may be limited. Also, the 

sender may wish to choose only a subset of the group as 

the intended recipients.  

Furthermore, it is hard to resort to a fully trusted third 

party to secure the communication. In contrast to the 

above constraints, mitigating features are that the group 

members are cooperative and the communication among 

them is local and efficient. 

 
 

5. Design and Implementation 

Constraints 
 

5.1. Member Organization: 
 

 Many key management (i.e., group key agreement or 
broad- cast encryption) schemes organize the users in a 

tree-based structure.  However, for our scheme, it is 

preferable to organize them in a chain and then use the 

sender to close the chain to form a logical ring. The 

chain can be formed by ordering the users lexicograph-

ically by the least important bits of their unique public 

keys, and then a ring is formed by closing the chain with 

the sender as illustrated in below Figure 5, where the 

public keys {Xi1 , ••• ,Xin} of the receivers and the 

temporary public key Xi0 of the sender appear as the 

corresponding nodes in the ring, respectively. 

 
  

Fig 5 : Member Organization 

 

5.2. Member Deletion/Addition and 

Group Partition/Merging:  
 

      In existing group key agreement based key man-

agement protocols, to exclude a group member or enroll 

a new member, multiple rounds of communication 

among the members a required before the sender can 
securely broadcast to the new receiver set. In our 

scheme, it is almost free of cost for a sender to exclude 

a group member by deleting the public key of the mem-

ber from the public key chain, or, similarly, to enroll a 

user as a new member by inserting that user's public key 

into the proper position of the public key chain of the 

receivers. After the deletion/addition of certain member, 

a new logical public-key ring naturally forms. Hence, a 

trivial way to enable this change is to run the protocol 

independently with the new key ring. We illustrate in 

the following an alternative implementation equivalent 
to the trivial way, but such that much cost is saved by 

exploiting the values computed in the last run of the 

protocol. 

 

5.3 Rekeying:  
 

The above refers to the change of members. Even if the 

receiver group does not change, various scenarios may 

require key update. This is a complex issue in most key 

management schemes. On the contrary, our protocol can 

provide three levels of key update, which facilitates 

flexible rekeying strategies. Session key update. This 

first level is to update the session key k. This key is 
used to encrypt digital contents to the receivers and it 

expires after each session. The second level is to update 

the secret decryption key d used by the receivers to 

compute the session key k = e(d, c). The third level is to 

update the secret key xi of user Ui. This is needed if the 

user’s public key expires or is compromised. 

 

6. PRACTICAL RESULTS AND 

EVIRONMENT 
 

In this section we are presenting practical environment, 

dataset used, and metrics computed. 

 

6.1 Input Dataset: 

 
For this implementation, we use the dataset of key file 

generated from web application. This key file used for 

further process. 
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6.2 Results of Practical Work 
 

Following figures are showing results for practical work 

done. 

 

  
 
Fig 6: Comparison graph of system 

 

This graph clearly shown that time efficiency of (proba-

bilistic) polynomial time algorithm is better that our 

proposed algorithm i.e. efficient (probabilistic) polyno-

mial time algorithm. 

 

CONCLUSION AND FUTURE 

WORK 

 
We have proposed a new key management paradigm to 
enable send-and-leave broadcasts to remote cooperative 

groups without relying on a fully trusted third party. Our 

scheme has been proven secure in the standard model. 

Further, our scheme facilitates simple yet efficient 

member deletion or addition and  

flexible rekeying strategy. Its strong security against 

collusion, its constant overhead, and its im-plementation 

friendliness without relying on a fully trusted authority 

render our protocol a very promising solution to many 

applications. In future scope we will have scope to de-

veloped system with independence of third party. Also e 

have extended our authentication system so that it is 
also proven secure against an adaptive chosen text at-

tack by a real time middle-person provided the discrete 

logarithm problem is intractable. This resulting scheme 

remains practical 
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