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Abstract

A software measurement program is an integral compo-
nent of the software engineering management process where
it is generally viewed as a way to ensure increasing quality
within a continuous improvement program, for which data is
analyzed by collecting metrics to predict and influence fu-
ture events. This paper presents how to set up a metrics col-
lection and analysis for specific business interests and steps

to assess risks.
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1. Introduction

Software measurement is an emerging field of software
engineering, since it provides support for planning, control-
ling, and improving the software development process, as
needed in any industrial development process The benefit
and value of software measurement comes from the deci-
sions and actions taken in response to analysis of the data,
not from the collection of the data. This Software Measure-
ment approach identifies steps to establish a measurement
program that is aligned with the organization’s business
processes. In this way, the risk of having data gathered, but
not used, is minimized.

Business goals are translated into measurement goals [4]
by identifying high level business goals and refining them
into concrete, operational statements with a measurement
focus. This refinement process involves probing and expand-
ing each high-level goal to derive questions, the answers to

which would help manage the organization.

1.1 Software measurement process:

This approach requires that indicators, e.g., charts, tables,
or other types of displays and reports, be sketched out and
approved by the intended user. These indicators serve as a
requirements specification for the data that must be gathered,
the processing and analysis that must take place, and the
schedule by which these activities should occur. The final
set of activities are used to develop an action plan. First, the
existing data collection and measurement activities within
the organization are analyzed to avoid duplication and iden-
tify gaps. Priorities, in terms of data to gather to produce the

indicators, are assigned. Then, tasks are defined to take ad-
vantage of existing activities and to address the gaps.

Software Measurement process consists of the following
steps:

Identifying Goals

Defining Indicators

Creating an Action Plan

The paper is organized as follows. Section 111 and IV
briefly introduces the steps involved in the measurement
process mainly identifying goals ,Defining Indicators and
creating an action plan. Section V is concerned with risk
assessment steps .In Section VI we give some concluding
remarks and discuss further plans.

2. Identifying Goals

2.1 Identifying Business Goals

The first step in identifying and defining software meas-
ures is to identify the business goals that drive your organi-
zation’s efforts [3]. If a strategic plan exists and is currently
being followed, it can be used as a starting point. It is often
worth-while, however, to check the current commitment to
the strategic goals. Without a clear sense of the organiza-
tion’s strategic goals and, hence, the objectives and respon-
sibilities for each work unit or position, there is a risk that
measures will not be aligned with important issues within
the organization. To elicit goal statements, it is sometimes
useful to ask a question such as, “What do we want to
achieve?” Once the goals have been identified, they need to
be prioritized. This is best done in a team setting with the
relevant stakeholders participating.

2.2 ldentify What You Want to Know or
Learn:

If measurement activities are to be aligned with business
goals, the goals must be translated into operational state-
ments. In this step, the goals are linked with knowledge of
the organization’s business strategies and processes, the
questions related to the goals are framed in terms of the enti-
ties (work products or activities) and attributes (the size,
effort to produce, or quality of an entity) associated with the
organizations work processes
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2.3 ldentify Subgoals:

The preceding step usually generates many questions. Al-
though they are stimulated by the top-level goal state-ment,
the questions must be focused. By analyzing the questions
and seeking commonality among them, subgoals can be de-
rived. The sub goals provide a refinement of the goal and
serve as a summary for the questions to which we would like
answers. Subgoals are not directly derived from the goals to
allow managers and other stakeholders the opportunity to
brainstorm about the kinds of information they need with
respect to their goals. This helps avoid the tendency to pre-
maturely close the discussion on goals and the information
that is needed. Similarly, the grouping and summarization of
questions in this step provides a check that the question
asked is related to an important dimension or subgoal of the
original goal.

2.4 ldentify the Entities and Attributes

In this step, attention is once again turned to the work
processes of the organization. the opportunities to gather
data and measure reside in the organization’s work
processes. The subgoals and related questions define the
focus for the measures. Careful analysis of the questions will
usually help identify what needs to be measured; for exam-
ple, “How large is our backlog of customer change re-
quests?”

2.5 Formalize Measurement Goals

In this step, a measurement goal is crafted that merges the
purpose and perspective derived from the business goal with
the possibilities for measurement as they exist within the
organization’s work processes. In addition, the goal state-
ments express environmental or contextual factors that are
important to understand for those who will design and do
the measurement and analysis activities.

Well-structured measurement goals have four compo-
nents:

» Object of interest: The development process.

» Purpose: Assess the degree of traceability of work
products to requirements in order to control the scope
of development efforts.

 Perspective: Measure traceability of subsequent work
products to requirements from the perspective of
project managers.

® Environment: A description of the environment and
constraints

3. Defining Indicators

3.1 Identify Quantifiable Questions
and the Related Indicators:

Sketching or drafting the table, chart, or report that needs
to be produced helps ensure the requirements for measure-
ment are complete. In the course of designing the indica-
tor,issues regarding the frequency of data gathering, the tim-
ing for generating the indicator, the need to use current and
historical data, etc., surface. Similarly, the indicator also
elicits whether the points on the chart, for instance, represent
“raw” values, percentages, or some other derived scale. To a
large extent, the indicator represents the product of the mea-
surement activities. It is the consumable for the managers
and practitioners who are looking for information to support
their decisions and actions. Figure 1 shows an example of a
template that can be used to document the definition, inputs,
and use of an indicator, an indicator might be created to an-
swer the question, “What percentage of projects are produc-
ing traceability matrices between requirements and other
work products?”’

Indicator Template
Crbjective
Cruestions

Assumprions
Wisual Display

Trouble Reports
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Planmed AT —
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Daca Elemencs
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of Reportng

Formis)

Algorithm

Frequency
Froduct I:I Process [:I
Incerprecacion
Cross-References
Probing Cuestions
Evalution

Figure 1: Indicator Template

3.2 ldentify the Data Elements:

The indicators reflect what data elements are needed. For
instance, to produce the preceding indicator, the total num-
ber of projects per quarter and the number of projects having
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traceability matrices per quarter are required. Identifying the
data elements, however, is not the same as defining them.

4. Creating an Action Plan

4.1 ldentify the Actions for Implemen-
tation

Knowing the data needed and having defined them, the
existing situation within the organization can be analyzed
with respect to your measurement needs. Existing sources of
the needed data should be identified. The data elements
needed may be found in a variety of sources including
project plans, defect tracking systems, the configuration
management systems, and effort reporting systems. Like-
wise, data that is needed but is not available should be ana-
lyzed with respect to the amount of effort required to obtain
the data. For each data element, you should determine its
status with respect to the following:

Are there forms and procedures to collect and record

the data?

» Have storage and access mechanisms and procedures
been determined?

* How will the data be analyzed and reported? Who is re-
sponsible for the data, and who will receive the re-
ports?

 Have the supporting tools been developed or acquired?

» Has a process guide to collect the data been devel-
oped?

4.2 Prepare an Action Plan

Once a gap analysis has been completed between the data
needed and the existing measurement activities, prepare an
action plan. Documenting the tasks to be performed in an
action plan allows the Measurement Team and manager to
track progress with respect to the implementation of the
measurement activities. An outline for an action plan fol-
lows:

1.0 Objective.

2.0 Description.

2.1 Background.

2.2 Goals.

* Business Goals.
» Measurement Goals.
* The Goals of This Plan.

2.3 Scope.

2.4 Relationship to Other Software Process Improve-

ment Efforts.

2.5 Relationship to Other Functional Activities.

3.0 Implementation.

3.1 Activities, Products, and Tasks.
3.2 Schedule.

3.3 Resources.

3.4 Responsibilities.

3.5 Measurement and Monitoring.
3.6 Assumptions.

3.7 Risk Management.

4.0 Sustained Operation

5. Risk Assessment

Software risk can be defined as a measure of the proba-
bility and severity of adverse effects inherent in the devel-
opment of software that does not meet its intended func-
tions and performance requirements. Risks within system
context is as shown in figure 2. A risk assessment [1][8]
identifies potential hazards and determine the actions or
controls required to eliminate or reduce any risks. Every
time a new experiment is to be carried out, a risk assess-
ment must be performed and documented by the research-
er.

Technology

| Hardware Software

Schedule

People

l Cost |

Figure 2 .Risks within system context

Carrying out a risk assessment for an experiment re quires
three simple steps:
« IDENTIFY identifies all the different risks for a particu-
lar project.
» ASSESS the risk of exposure to the hazard.
* CONTROL the risk by implementation of procedures
and precautions.

5.1 Identifying risks

The aim of the risk identification process

status with respect to the following:

« Identify all the significant types and sources of risk
and uncertainty associated with each of the invest-
ment objectives together with the key parameters re-
lating to these objectives.

» Ascertain the causes of each risk.

is to
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* Assess how risks are related to other risks and how risks

should be classified and grouped for evaluation.

Information from experts is most often obtained during
specifically convened workshops and subsequent, ongoing
follow up and consultation with experienced operators, spe-
cialists and their teams. External stakeholders are consulted
when risk situations can have broader community conse-
quences and a range of stakeholder viewpoints are required
to better define risk.Steps are shown in diagrammatical form
as in figure 3.

(R — "
1Goal 2: |dentify and!

| Analyze Risks

presssssssfssansanas

Evaluate,
Categorize, and
Prioritize
Risks

Mitigation
Plans

Mitigation
Plans

Figure 3. Risk analysis
5.2 The Risk Assessment Procedure

The goal of risk assessment is to prioritize the risks so that
attention and resources can be focused on the more risky
items. Risk assessment offers a way to document and under-
stand the risks that are likely to retard or stop the project
from continuing normally. The risk assessment form is a tool
that helps in determining the intensity of the risk in terms of
the probability of occurrence and the impact of the riskRisk
assessment involves considering the following steps when
undertaking a research project:

o Determine the scope of the project or experiment.

o |dentify processes/techniques

o Determine the potential risks involved.

e Evaluate the level of risk

e Determine the actions and controls to be taken
e Monitor and review

5.1.1 Responsibilities

Filling out the Risk Assessment form
Here are the details that will be required to fill in into the
risk assessment form:

e Problem Area or Activity: The phase, area or activity
that is likely to face risks.

o Risks Identified: A list of the likely risks associated with
each of the activities identified in column one.

e Description: A short description of the kind of risk and
the possible damages it can cause.

e Probability of Occurrence: The risks can be categorized
as very likely, probable and unlikely (which is shown using
risk matrix in figure 4) based on the likelihood of these risks
cropping up, where

a. Likely means 70-100% chances of its occurrence

b. Probable means 30-70% chances and

c. Unlikely can be used for risks which have less than
30% chance of occurrence.

Consequence level
1 2 3 4 5

]
@ b o

- £
° o ) o a . .
E 3 % i ﬁ g Risk rating
: 7 s 5 3 5 3
X wn -
3 g 2 : 3 3 3

Almost

A certain 2! e -
B Likely Bl B2 B3 High
C Possible Cl C2 G3) Moderate
D Unlikely D D2 D3 Low
3 Rare a E2 £3

Figure 4. Risk Matrix

1. Impact Intensity: The impact intensity of the risk can be
categorized as High, Medium and Low depending on how
critical the risk and its effects can be.

2. Priority: Based on the probability of occurrence then
the intensity of the impact, the risk factors can be assigned a
priority level using a scale ranging from 1 to 5, where 1
means high priority and 5 means least important.

3. Existing Measures: The policies, procedures and re-
sources which are already available to prevent or reduce the
impact of the risk.

4. Mitigation Strategy: After analyzing all the aspects of
the risks and the existing preventive measures that can be
used, the project team needs to decide on the mitigation
strategy to deal with the risk. There can be four different
mitigation strategies:
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a. Deflection: in this the risk is managed by transferring
the risk handling to a third party or agency,

b. Control: device a plan and work out strategies so as to
prevent, minimize or bye-pass the risk.

c. Avoidance: This strategy is used when the risk factor
does not pose any considerable threat. The basic idea here is
to ignore the risk, do nothing and accept the consequences.

5. Additional Measures: This field needs to be filled in
only for those risks for which control mitigation strategy is
decided.

6. Contingency Plan: A contingency plan can also be add-
ed for high impact risks with a high probability of occur-
rence, just in case the basic measures fail to perform.

Using this sample risk assessment form, project teams can
identify risks and plan out strategies to prevent or suppress
the risks that a project is likely to face.

5.3 Control:

A risk control is a system, process, procedure,
equipment or other organizational capacity that prevents the
consequences of the threat from occurring. Controls can be
preventive, detective, protective or mitigating.

Preventive controls are aimed at preventing the unwanted
events from occurring. Detective controls detect the un-
wanted event as it is occurring. Protective controls are de-
signed to reduce the immediate impacts. Mitigating con-
trols are designed to reduce the long-term impacts of the
unplanned event through prompt recovery to an acceptable
state

In existing operations, risk controls are generally
described as being engineering, system ,procedural or
people-based which are shown in figure 4. Engineering
controls are ‘automatic’ and do not require human interven-
tion to be effective. System-based controls are executed au-
tomatically or by people within the bounds of a defined
management system. Execution is based on a prescribed
approach governed by system-set rules and protocols. Con-
trol reliability is achieved through the system surrounding
the control, including management review and follow up.

Procedural-based controls are executed by people
according to a written set of rules or guidelines. Control re-
liability is achieved through the effective design of the pro-
cedure, through the training and competency of people re-
quired to execute the procedure, and through monitoring of
performance.

People-based controls rely entirely on the skills,
knowledge and experience of individuals to identify a ha-
zardous situation, assess the potential consequences and to
react accordingly. Control reliability is achieved by the in-
herent experience and capability of the people.

ENGINEERING
increasing SYSTEMS increasing cost
reliability PROCEDURES and complexity
PEOPLE

Figure 5. Types of risk control

6. Conclusions And Further Work:

Software measurements are very important in soft-
ware development process, because they help us, to control,
estimate and improve process, projects and products, among
other things. With that in mind, this paper attempts to pro-
vide the steps in software measurement and Setting the con-
text of a risk assessment establishes the background to the
risk management process, the nature of the activities and the
range of potential impacts. A clear understanding of risk and
the factors that contribute to risk is required in order to iden-
tify and describe risk, and analyse its potential impact on the
environment, an organisation or an activity. This paper
presents the systematic review of software risk assessment
steps Future work on software measurement will encompass
both theoretical and practical activities. On the theoretical
side, studies are needed to better characterize the relevant
attributes to be studied and the properties of their measures.
On the application side, measurement needs to be introduced
in traditional development environments and in new ones,
such as web-based applications and perfect risk assement
process on real time applications which is little difficult for
tracing being costly.
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